Mpukaz depepanbHONU cNYXKObI NO TEXHHYECKOMY U 3KCMOPTHOMY KOHTpon, ®CE PO u
MuHHcTepcTBa MHOPMALMOHHBIX TeXHONOTHii U cBA3K PD ot 13 dheBpana 2008 r. N 55/86/20 00
yTBepKAeHUHU Mopaaka npoeegeHUA KnaccUpPUKaUUU UHPOPMALMOHHBIX CUCTEM NepcoHaNbHbBIX

AaHHBIX"

B ccoTtBeTcTBMM ¢ nyHkToMm 6 [lonoxeHwa ob obecnedveHWK Be30MacHOCTHM NepCCHAaNbHBIX
OaHHBIX Npu ux obpaboTke B WMHAOPMALUWMOHHLIX CUCTEMAaX MEepCOHANbHBIX AaHHbLIX, YTBEPHOEHHOro
noctaHoeneHnem [lpaeuTenscTea Poccuidckon OCepepaymmu ot 17 Hoabps 20071 N781 "OB
yTBepxaeHun MNonoxernua ob obecneveHy Be30NacHOCTU NePCOHanBHbIX AaHHbIX Npu ux obpaboTke B
WHPOPMALIMOHHEIX CUCTEMAxX NepcoHanbHblX AaHHblx' (CobpaHue 3akoHodaTenbcTBa POCCHIACKOR
®epepayun, 2007, N 48, vacTe I, cT. 6001), NpUKkasbiBaemM:

YTBEpaUTE MNpunaraemul [opagok NpoBefeHns KnaccuuKkayvm MHMOOPMAaLMOHHEIX CUCTEM
nepcoHanbHbIX faHHbIX.

AwvpekTop ®epepansHol cryBbl MO TEXHWYECKOMY 1 3KCMOPTHOMY KOHTPOMIO

C. l'puropos

Oupektop CepgepansHOR cnyxbel BeaonacHocTW Poccunckorn Ceepalim
H. MaTpywes

MWHUCTP MHDOPMALMOHHBIX TEXHOMOTMA W ¢BA3K Poccuitckon defepayim
I1. PelnMaH

3apervcTpuposaHo B MuHocTe PO 3 anpena 2008 T.
PernmctpaunoHHsin N 11462

I'Iopﬁ,u,ox npoeegeHuA Knaccmpuxau,uu MHCI)OpMaI.I,HOHHbIX CUCTEM NepCOHalbHbIX OAHHbIX

1. Hactodwmi Mopanck onpenensaeT NpoBefeHue Knaccugukaym MHPOPMaLKWOHHBIX CUCTEM
NepCOHaMNBHBIX LaHHbIX, NPEeLCcTaBNAoWMX COB0M COBOKYNHOCTL MNEPCOHaNBHLIX AaHHBIX, COLepMalLmxcs
B Baszax [aHHblX, a TawKke WMHPOPMALMOHHBIX TEeXHOMOTMA W TEXHWUECKMX CPEACTB, MO3IBOMAIOLLMX
OCYLLecTBNATL 06paboTky TakMx NepcoHamnbHbBIX A@HHBIX G MCMONB3IOBAHWEM CPELCTB aBToMaTMaalmu
(panee - MHPOPMALKNOHHBIE CUCTEMBI)®.

2. Knaccudmrkauma WHQOPMALUMOHHBLIX CHCTEM TMPOBOAMTCH TOCYAAPCTBEHHBIMKM  OpraHamu,
MYHULUWNANEHEIMW - OpraHamy, HpUAMHMECKMMW 1 DUSUYECKMMM  NWLEAMKM, OPraHuayliowmMmy WU (KUnu)
OCYLLecTBNAWMMKM 06paboTKy NepCcoHanbHbIX AaHHLBIX, a Takke onpefenAlWLnMin Lenn M cogepKaHue
0bpaboTkM NepcoHanbHbIX AaHHEBIX (anee - onepatop)**.

3. Knaccudmkaums  WMHPOPMAUWMCHHBEIX  CMCTEM  MPOBOAMTCA Ha  9Tane  Co3naHws
WMHOPMALIMOHHEIX CUCTEM WM B XO4e WX SKChnyaTtauuWm (4NA paHee BBeAEeHHLIX B 3KCNyaTayuio u
(MnNn) MOAEPHU3NPYEMBIX WHOPMALMOHHEIX CUCTEM) C LEMNbH YCTAHOBMNEHWA METOAOB W cnocobos
3aKnTEl MHPOPMaLKK, HeobxoguMblx AnA obecneveHns Be3onacHOCT M NepPCoHaNBHBIX AaHHbIX.

4. [poeefeHWe knaccudpUKkaumMm WHPOPMAaLMOHHEIX CUCTEM BKNMiodasT B ceba cnepylowme
aTansbl:

cBop W aHanW3 CXOAHLIX AaHHBIX N0 MHPOPMALMOHHOR CUCTEME:

NPUCBOEHWE WMHPOPMALMOHHOHM CWCTEME COOTBETCTBYIOLLEro Knacca W ero AoKyMeHTanbHoe
ohopmMneHue.

5. Mpwr npoeefeHnM KnaccUUKaLmm MHOOPMALUMOHHOM CUCTEMbI YYMTLIBAKOTCA ClEfyrLlme
MCXOOHLIE OaHHbIE:!

kaTeropus obpabaTtbiBaeMblX B MHAOPMAaLMOHHOR CUCTEME NePCOHaNbHBIX AAHHBIX —Xpy;

obbeM obpabaTbiBaeMblx MNEepCOHaNbHBIX OaHHbIX (KOMMYMEecTBO CyDbeKTOB NepCOHanNbHLIX

[aHHBIX, MEPCOHaNEHEBIE AaHHbIE KOTOPLIX 0OpabaThiBaOTCH B MHGOPMALMOHHOR cucTeMe) ~Xung;

3afaHHble  OMnepaTopoM  XapakTepwucTWkM  Be30nacHoCTM  MepCoHamnbHbIX  AaHHbIX,
obpabaTbiBaeMblx B MHPOPMaLMOHHOW CUCTEME,

CTPYKTYPa MHDOPMaLUWMOHHOM CUCTEMBI

HanmMume NoAKMOYEHWUH MHAPOPMALMOHHOA CUCTEMBI K CETAM CBA3M OBLLETO NONL30BAHKA W (MNK)
CETAM MEXAYHAPOLHOro MHGPOPMaLMOHHOrC 0BMeHa,



pexM 0BpaboTKn NepCOHaNBHBIX AaHHBIX;

PEHMM pasrpaHMHeHns Npas 4oCcTyNa nons3oeaTenei MHPOPMaLMOHHON CACTEMDI,

MECTOHAXOM[ EHNE TEXHNUECKMX CPEACTB MH(POPMaLMOHHOW CUCTEMEI.

6. OnpepenawTcd chnepylowme kareropni obpabaTeiBaeMblx B MHPOPMALWMOHHON cucTeMe
NepPCOHanbHLIX BaHHBX Xy

Kareropua 1 - nepcoHanbHble AaHHbIe, KacallWwmecd pacoBOr, HaLWMOHaMNBHOM NEYHAANEXHOCTH,
NONUTUYECKMX B3MMHA00B, PENUIMO3HBIX WU UNOcodICKMX YEEXAEeHWA, COCTOAHWMA 300POBLA, MHTUMHORA
HUBHM;

KaTeropMa 2 - MepcoHanbHble [AaHHble, MNO3BONAKWME MASHTUUUMPOBaTL cybbekTa
MePCOHAMEBHBIX OaHHBIX W MNONyYMTb © HEM AONOMHWUTENBHYKD WMHPOPMaUWID, 38 WCKIIoYeHWEM
NepCOHaMNBHBIX 4aHHBIX, OTHOCALLMXCA K KaTeropuu 1,

KateropMAa 3 - MepcoHanbHble [AaHHble, MNO3BONAKWME MASHTUPUUMPOBaTL cybbekTa
NepCoHaNbHbBIX AaHHbIX;

kaTeropuna 4 - obeanuueHHsle U (MNK) oBLWEef0CTYMNHEIE NepcoHansHEIe JaHHbIe.

7. Xyng MOXET MPUHMMATE CNefyoLlMe SHaYeHWA:

1 - B WHPOPMaLMOHHOM CUCTEMe OOHOBpeMeHHC oBpabaThiBaloTcs NepcoHarnbHble AaHHble
Bonee 4dem 100 000 cyBbLeKTOB NepcoHanbHbIX AaHHBIX WNKM NepcoHanbHble OaHHble cyGbekToB
nepcoHanbHeIX faHHbIX B Npefenax cybbekta Pocouickon defepayun mnm Poccuiickol Gefepalin B
Lernom;

2 - B MHPOPMaLMWOHHOM CUCTEME OfHOBPeMeHHO obpabaTbiBaloTCA NepCoHalbHble AaHHble OT
1000 no 100 000 cyBbeKkTCoB MepcCHanbHbIX AAHHBIX WKW NEPCOHaNbHblE OaHHble CyGbeKkToB
MepCoHamnkbHBIX AaHHbIX, paboTalolmMx B OTpaciM 3SKOHOMWMKM Poccuickon PepepauuM, B opraHe
rOCYAapCTBEHHOM BNACTK, NPOXMBAIOLLMX B Npefenax MyHWUMnansHoro obpasoBaHns,

3 - B MH(OPMALIMOHHOM CUCTEME OAHOBpPEMEHHO obpabaTteiBatoTca faHHble MeHee dem 1000
CyOBEKTOB NEpPCOHamNbHLBIX AaHHBIX MW NEePCOHalbHbIE AaHHBIE CYEbLEeKTOB MepCOHaNbHBIX OaHHLBIX B
npegenax KOHKPETHOM opraHu3aLn.

8. o 3afaHHbIM ONepaTopoM  XapakTepWcTWkam Oe30nNacHOCTM NepcoHanbHbIX  AAHHBIX,
obpabaTbiBaemMblx B WMH(POPMaLUWCHHOW cUCTEME, WMH(OPMaLWOHHBIE CUCTEMbl MOAPa3nensioTca Ha
TWMNOBLIE U CNeLWanbHble MHDOPMaLWOHHEIE CUCTEMI.

TunoBble WHPOPMALMOHHLIE CUCTEMBI - WHAOPMALMOHHEIE CUCTEMBI, B KOTOPbIX TpebyeTcH
obecneveHne TONLKO KOHWAEHLWANBHOCTM NEPCOHaNEBHBIX AaHHbIX.

CneupansHsle MHOPMaLMOHHBIE CUCTEMBl - WMHOPMALUWOHHBLIE CUCTEMBI, B KOTOPLIX BHE
3aBMCMMOCTM  OT  HeoBXOOWMOCTM  oDecneyYeHns  KOHQWOEHUMANBHOCTK  MEePCOHANbHBIX  AaHHbIX
TpebyeTcd obecnedynTe xoTd Obl OOHY W3 XapakTepucTWK Be30nacHOCTW MEePCOHANbHBIX A aHHbIX,
OTIUYHYIO OT KOH(WMOEHUMANBHOCTKA (3aWMLLEHHOCTE OT YHUUTOMEHWA, WM3MeHeHWs, BrnokMpoBaHud, a
TaKKe MHbIX HECAHKUMOHWMPOBAHHLIX LLENACTBKUA).

K creymansHbIM MHOPMALMOHHBIM CMCTEMAM AOIMKHEI BbITh OTHECEH!

WHbOPMAaLMOHHEIE CMCTEMBI, B KOTOPLIX 06pabaTkiBaloTcA NepcoHankeHble AaHHble, kacalowmecs
COCTOSAHWA 300P0BLA CYOBEKTOB NEPCOHaNBHLIX OaHHbIX;

WHOPMALMOHHEIE  CUCTEMBbI, B  KOTOPhIX NPEAYCMOTPEHO MNPWMHATME Ha  OCHOBaHWMK
WCKITHOMWUTENBHO aBTOMAaTH3WMPOBAHHON 0BpaboTkK NepcoHanbHbX AaHHbIX PELUEHWA, NOPOME AL MX
IOPUOWYECKME TOCMEACTBMA B OTHOWEHWWM cyDbekTa NepcoHanbHbIX LaHHbIX UMM WHbIM - 0Bpasom
3aTparvBatol X ero NPaBa W 3aKoHHLIE VHTEPRECHI.

9. Mo CTPYKTYPRE MHOPMALUMOHHLIE CUCTEMBI NOAPA3LENATCH:

Ha &BTOHOMHbIE (HE MOLKMIOMEHHBIE K WMHBIM  MHPOPMALWOHHBIM  CHUCTEMEM) KOMMNEKCH
TEXHWYECKMX W NPOrpaMMHbIX CPEOCTB, NpefHasHadeHHsle Ana 0BpaboTkK NepcoHanbHbIX AaHHbIX
(aBTOMaTU3MpOBaHHbIe pabodne MecTa);

H2  KOMMMNEKCHl  aBTOMaTM3WPOBAaHHBIX — paboumx  MecT, OObEeAWHEHHBIX B  E4WHYI0
WMHOPMALIMOHHYIO CUCTEMY CPeAcTBamu CBA3W Be3 MCNOoNb30BaHWA TEXHONOrMKM yAaneHHoro AocTyna
{nokanbHbIe MHPOPMaLWUOHHEIE CUCTEMEI);

Ha KOMMIEKCH aBTOMAaTWM3WPOBaHHBLIX PadoyuMx MecT W (MMM) MNOKanbHbIX WMHOPMALMOHHEIX
CUCTEM, COBEAWHEHHEIX B EAMHYI0O WH(POPMAaLMOHHYIO CUCTEMY CPefCTBaMK CBA3W G MCNONB30BAHWEM
TEXHOMNOMMK yAaneHHoro 4ocTyna (pacnpeseneHHsle MHPOPMaLUMOHHBIE CUCTEMBI).

10. To Hanuuuio MNoJKIMOMEHUIA K CeTAM CBA3W oObLero nons3acBaHusa W (UKW) CeTAM
MEXAYHapPOoAHOrO  WMHMOPMaUMOHHOTO OBmMeHa WHM(OPMaUMOHHLIE CWMCTEMBI MOAPA3AENATCH Ha
CUCTEMBI, MMEIOLLME NOJKIMKOHMEHKS, U CUCTEMBI, HE MMEIOLLWE MNOAKMOHYEHMWIA.

11. To pexumy 00paCoTkM nepcoHanbHblX OaHHBIX B WMHPOPMALWOHHOW  CcUCTEME
WMHOPMAaLIMOHHBIE GMCTEMEI NOAPAa3AENAnTCA Ha OQHONCMNBL30BaATENBCKME M MHOMOMNCNb30BaTeNbCKUE.

12. [o pasrpaHWdeHWo npas AOCTyNa noNnb3oBatened  WMHMOOPMaUWMOHHBIE  CUCTEMBI
NoAPasfenaTeH Ha CUCTEMbl Be3 pasrpaHiyeHns npas A4ocTyna W CUCTEMbI ¢ pasrpaHiyYeHrenM npas
AocTyna.



13. MHdopMaLMOHHBIE CMCTEMBEI B 3ABMGHMMOCTM OT MECTOHEXOMAEHWNA X TEXHWYECKMX CPeacTB
NoApPas3nensaTcH Ha CMCTEMBI, BGE TEXHUYECKME CPEOCTBA KOTOPLIX HAXOAATCA B Npeaenax PoCCHACKon
denepaynn, N CUCTEMBI, TEXHMUECKME CPEOCTBAa KOTOPBIX YaCTMHMHO WM LEMWKOM HaxoasaTca 3a
npepenamn Poccuinckon Gegepalmu.

14. o pesynbTatam aHanu3a WCXOA4HbIX [AaHHbIX TWUMNOBOW WHMOPMALWMOHHON CUCTEME
NPUCBaWBAETCH OLWH W3 CNEAYIOLMX KTAacCoB!

knacc 1 (K1) - MHpopMaLMOHHEIE CUCTEMBI, ANA KOTOPLIX HAPYLWUEHWE 3a8aHHOW XapaKkTepUcT KA
Be30NacHOCTM NepCOHANbHEIX AaHHbIX, 0bpabaThbiBaeMblX B HWX, MOMET MPMBECTW K 3HAYMTEMNBHBIM
HeraTWBHbIM NOCNEeACTBUAM ANA CyObEKTOB NEPCOHANBHBIX AaHHbIX;

knacc 2 (K2) - MHpopMaLMOHHEIE CUCTEMBI, ANA KOTOPLIX HAapPYLWEHWE 3aaHHOW XapakTepUcT KA
Be30NacHOCTM NepCcoHanbHbIX AaHHBIX, 0BpabaTbiBaeMblX B HWMX, MOMKET MNPWBECTM K HETaTMBHBIM
NocneacTeMAM ANsA cyObEKTOB NEPCOHANBHLIX AaHHbIX;

knacc 3 (K3) - MHpopMaLMOHHEIE CUCTEMBI, ANA KOTOPLIX HAaPYLWUEHWE 3aaHHOW XapakTepUcT KA
Be30NacHOCTM NepcCHanbHbIX OaHHbIX, obpabaTbiBaeMbIX B HWMX, MOMET NMPUBECTM K HE3HAYMTENBHBIM
HeraTWBHbIM NOCNEeACTBUAM ANA CyObEKTOB NEPCOHANBHBIX AaHHbIX;

knacc 4 (K4) - nHpopMaLMOHHEIE CUCTEMBI, ANA KOTOPLIX HAaPYLUEHWE 3aaHHOW XapaKkTepUcT KA
Be30MacHOCTM MEPCOHaNnbHbIX AaHHbIX, 00pabaTbiBaeMbiX B HWX, He MPWBOAWMT K HEraTWMBHbLIM
NoCNeacTBUAM AN cyBbeKkToB NepcoHanbHbIX 4aHHbIX.

15. Knace TMnoBoK MHAPOPMaLWMOHHOM CUCTEMbI ONPEfendeTcs B COOTBETCTBMM ¢ Tabnuuen.

o \
| X Hnpm| 3 | 2 | 1 |
| A | | | |
| X nn | | | |
|- Fm———————————— t————————————— tm————————————— \
| kaTercpus 4 | K4 | K4 | K4 |
|- —————— t——————— t————— |
| kKaTeropua 3 | K3 \ K3 \ K2 \
|- Fm———————————— t————————————— tm————————————— \
| kaTeropus 2 | K3 | KZ | K1 |
|- —————— t——————— t————— |
| kaTeropus 1 | K1 | K1 | K1 |
o /

16. lNo pesynbTatam aHanMsa MCXOAHLIX [AaHHbIX Khacc chneuMansHOW WMHGOPMAaLMOHHOK
CUCTEMBbI ONpPenendeTcd Ha OCHOBE MOAENW yrpo3 Be30nacHOCTM MNepPCoHaNbHBIX  [aHHbIX B
COOTBETCTBMM C METOOQWUECKMMM AOKYMEHTamW, paspabaTbiBAaeMbiMW B COOTBETCTBMM C NYHKTOM 2
noctaHoeneHua NpaeutenscTBa Poccuickoil Genepaymnm oT 17 Hoabpa 2007 r. N 781 "OB6 yTeepxaeHWMK
MonoxeHka of  obecnedeH Be30nacHOCTK  NepcoHanbHbIX  AaHHbBIX NpW KX obpaboTke B
WHPOPMaLMOHHBIX CUCTEMAX NEPCOHAMNBHBIX DaHHbIX ™***.

17. B cnydae BbIOENeHWMA B cOCTaBe WHMOPMALUMOHHOW CUCTEMBl NOACUCTEM, Kakaaa W3
KOTOPLIX ABNAETCHA WHPOPMaLUMOHHORA CUCTEMOMW, MHPOPMALMOHHONA CMCTEME B LIENOM NPWCBaWBaETCH
KIacc, COOTBETCTBYOLMIA HAaMBonee BLICOKOMY KNaccy BXOAALLMX B HEE NOACKUCTEM.

18. PesyneTaThl knaccudmkalmi MHPOPMaLHOHHEIX CUCTEM OOPMNAKTCA COOTBETCTBYOLLIMM
aKkToOM oneparopa.

19. Knacc MHopMaLMOHHOW CUCTEMbI MOXET BbITb NepeCMOTPEH:

MO PeLUeHnO onepaTopa Ha OCHOBE MPOBEAEHHbIX MM aHanM3a W OLUeHKW yrpo3 BesonacHocTM
NEPCOHANBHLIX AaHHLIX C ydeTOM OCOBEHHOCTEM WM (MMNK) WM3MEHEHWA KOHKPETHOM WMHMOPMaLWMOHHOK
CUCTEMBI;

no pesynsTatam MeponpuATMA Mo KOHTPOMK 38 BbINOMHeHMeM TpeboBaHWA K oBecrnedeHuio
Be30NacHOCTH NEPCOHATBHBIX AaHHbIX NMPY MX 0BpaboTke B MHOPMaLMOHHON CUCTEME.

* Abszay NepsbIA nyHkTa 1 MonoxkeHnsa ob obecnedveHnn 6e30NacHOCTH NepcoHanbHbIX AaHHbIX
npy uWx obpaboTke B  MHPOPMALMOHHBLIX CUCTEMAX MEepCOHANBHBIX AaHHLIX, YTBEPHKAEHHOIo
nocraHoeneHnem lMpasuTensctsa Poccuickor ®epepaumm ot 17 Hoabpa 2007 r. N 781 (CobpaHue
3akoHogaTenscTea Poccuickor Qegepauymi, 2007, N 48, yacts I, cT. 6001) (nanee - MNonoxeHue).

** Abgzal NepBbli NyHKTa 6 MNMonoxeHma.

*** CobpaHwe 3akoHopaTenscTea Poccrinckon @egepaumn 2007, N 48, vyacTb |, ¢T. 6001.




